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1. Prerequisites and introductory remarks

You will need a laptop with GNU/Linux or *BSD installed, a wireless network card that supports
802.11g and, of course, the wpa_supplicant program. These instructions are for connecting to the wireless
network as a student or employee of the university. Guest users and EDUROAM users may require a differ-
ent configuration. And if you are using a more user-friendly operating system which comes with its own
network configuration software, such as Ubuntu Linux, then you may want to try the instructions for that
system first, before continuing with the instructions in this manual.

2. Configuring wpa_supplicant

In this HOWTO, wpa_supplicant will be configured by directly editing the file "/etc/wpa_suppli-
cant.conf". However, a word of caution is in order; because the file "wpa_supplicant.conf" will also contain
your WUR-net password in plain text, editing this file in public will expose your login details to anyone
who can see your screen. This can be avoided either by editing this file in a private space, or by storing your
password in an encrypted file (use a search engine to find out more about how to achieve that).

Open the file /etc/wpa_supplicant.conf in your favorite text editor as root. Then add the following
network block:

network={
ssid="wur-user"
scan_ssid=1
key_mgmt=WPA-EAP
identity="<your @wur.nl email address>"
password="<your wur password>"
eap=PEAP
phase1="peaplabel=0"
phase2="auth=MSCHAPV2"

}

Also make sure that the following three lines are present at the beginning of the file, otherwise you will
have to add them:

ctrl_interface=/var/run/wpa_supplicant
ctrl_interface_group=wheel
fast_reauth=1
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Now sav ethe (new) /etc/wpa_supplicant.conf file and restart your network (see the manual for your
operating system). You can check whether you are connected to the access point with the command
"$>wpa_cli status" and test your connection with, for example,"$>ping -c 3 www.wur.nl"
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